NETWORK OPERATIONS ACCOUNT REQUEST

Last Name:      

First Name:      

MI:      
PRD:      

Rate/Rank:      
ACOS/DEPT:      
Office Code/ DIV:      
Ext:      
Title:      

Space (Space name & compartment number) :      
Clearance:      

 FORMCHECKBOX 
  Copy of Clearance Attached  (If not, must be verified and signed below by J1)
Command Assigned:      

Check one:              FORMCHECKBOX 
 Permanently Assigned  
 FORMCHECKBOX 
TAD or Exercise - Dates:     
Type of account/action requested

 FORMCHECKBOX 
 Classified LAN 


Check One:  FORMCHECKBOX 
 Add        FORMCHECKBOX 
 Change        FORMCHECKBOX 
  Delete  

 FORMCHECKBOX 
 Unclas LAN 


Check One:  FORMCHECKBOX 
 Add        FORMCHECKBOX 
 Change        FORMCHECKBOX 
  Delete

 FORMCHECKBOX 
 C-LAN/PEP (foreign only) 
Check One:  FORMCHECKBOX 
 Add        FORMCHECKBOX 
 Change        FORMCHECKBOX 
  Delete

Software Programs/Applications

 MTF & NAVFIT98 is installed once the account has been established.  The Configuration Control Board, via your departmental representative, must approve all other software requests.  Contact Network Operations at x5540 for further information on software applications.
Classified LAN (SIPRNET) Memorandum

I have read and understand the “COMTHIRDFLT/USS CORONADO AUTOMATED INFORMATION SYSTEM (AIS) USERS AGREEMENT” attached to this request.

_____________________________________


_____________________

Print Name






 
Date

_____________________________________


_____________________           

Signature






              Grade/Rank

**********************Administrative Use Only *****************************

NT Account Login: __________________________________

SIPRNET Administrator Initials:  _________
Clearance verified by: ​​​​​​________________________________________

Exchange Administrator Initials:  _________               Password:  _____________________  (must be change at user login)

C-LAN Administrator Initials:  _________
              Clearance verified by: ​​​​​​________________________________________

Exchange Administrator Initials:  _________               Password:  _____________________  (must be change at user login)
NIPRNET Administrator initials:
_________

Exchange Administrator initials: 
_________




    Contact user with the following information:

SIPRNET email address: _______________________________   NIPRNET email address: ___________________________

C-LAN email address:     _______________________________

User notified by: __________________________________Date account completed:  _______________________


 Name of Administrator





  (YYMMDD)

Return to Network Operations located in compartment 2-86-4-Q

COMTHIRDFLT/USS CORONADO AUTOMATED INFORMATION SYSTEM (AIS) USERS AGREEMENT

SUBJECT:  COMTHIRDFLT/USS CORONADO AIS USERS POLICY

1. COMTHIRDFLT/USS CORONADO AIS users shall:

a. Be limited to accessing only the data, controlled information and software for which they are authorized.

b. Immediately report all security incidents and potential threats and vulnerabilities involving information systems to the command Network Security Officer (NSO)/Information Systems Security Manager (ISSM) via their Dept Information System Security Officer (ISSO).

c. Protect their authenticators (I.E. Passwords, login id) and report any compromise or suspected compromise of a password to the Dept ISSO.

d. Ensure that system media and systems output is properly classified, marked, controlled and stored.

e. Protect Network workstations from unauthorized access.

f. Inform the Dept ISSO when access to the CLASSIFIED and/or UNCLASSIFIED LAN is no longer required. (I.E. completion of project, PCS Transfer, Retirement, etc…)

g. Access the Internet only IAW Paragraph 3.

h. Data and files shall not be copied and manually moved from a CLASSIFIED system to an UNCLASSIFIED system, unless the process is performed in accordance with authorized data transfer processes and procedures.   Contact the command ISSM prior to performing any of these procedures.

2. Due to the need to safeguard network information, hardware, firmware and software, users should not attempt to:

a. Bypass, strain or test security mechanisms prescribed for a given network.  If security mechanisms must be bypassed for any reason, users must coordinate the procedure with the command NSO or ISSM and receive written permission for the procedure from the command ISSM.

b. Introduce malicious code (viruses, worms, trojan horses) or use unauthorized software, firmware or hardware on the command’s CLASSIFIED/UNCLASSIFIED network, workstations or stand-alone systems.

c. Violate software copyright and license restrictions.

d. Assume the roles and privileges of others and attempt to gain access to information for which they have no authorization.

e. Relocate LAN workstations, printers, scanners, without proper authorization from the LAN shop.

3. COMTHIRDFLT/USS CORONADO AIS users that access the World Wide Web/Internet shall adhere to the following guidelines:

a. Users of the INTERNET must ensure that classified data is not released on the INTERNET and that Sensitive but SECRET (SBU), Privacy Act, and Freedom of Information Act exempt information is released only after proper review and clearance.

b. Users are personally responsible for ensuring that information sent by electronic mail (E-mail) on the INTERNET is UNCLASSIFIED, non-sensitive, professionally presented, current, accurate and factual.  In addition, Departments creating home pages shall have them cleared in a manner consistent with established procedures for hard copy material destined for public uses and have the permission of the ISSM and Public Affairs Officer (PAO).

c. In order to protect Command assets, users shall exercise care in downloading and handling files from outside sources.  Copyright laws shall be strictly obeyed.  Users shall scan all attachments received by E-mail for viruses prior to saving them to the network or re-transmitting them over the INTERNET.  Users shall report any violations of policy or security to the ISSM.

d. PERMISSABLE INTERNET USES (DURING WORKING HOURS)

· Internet searching to research work-related issues

· Use of Internet resources to enhance job related professional skills.

· Use of Internet resources for education on the use of communications systems.

· Job searching in response to Federal Government downsizing.

e. PERMISSABLE INTERNET USES (DURING LUNCHTIME/BEFORE/AFTER WORK)

· Internet searching for stock quotes.

· Internet searching for sports scores.

· Emailing a brief message to a family member or friend.

· Internet searching for real estate listings.

       f.     PROHIBITED INTERNET ACTIVITY:

· Accessing sites containing or related to:

· Pornography

· Hate Sites

· Gambling

· Computer Games 

· Computer Hacking

· Chat

· Internet stock trading.

· Private Enterprise Activities.

· Internet access to list real estate for sale.

· Internet access for personal financial gain.

4. I understand that software will only be used in accordance with the software licensing agreement.

5. I understand that the CLASSIFIED LAN is authorized to process classified data up to and including US SECRET.  The CLASSIFIED LAN is NOT AUTHORIZED to process: TOP SECRET, SCI, ORCON, NATO-CLASSIFIED data, SIOP-ESI, CNDWI, SPECAT, Privacy Communications, (EYES ONLY and PERSONAL FOR), or contractor proprietary information.  I will notify the dept ISSO, NSO, or ISSM if I observe any of this data on the network.

6. I understand that if I knowingly make, acquire or use unauthorized copies of computer software, disclose unauthorized matters pertaining to CLASSIFIED, SENSITIVE SECRET and/or Privacy Act information, I may be subject to discipline according the circumstances under the UCMJ and applicable Federal and State laws.

7. I understand that pursuant to federal statue, illegal reproduction or use of commercial software is subject to civil damages up to $100,000 (for willful infringement) and criminal penalties to include fines and imprisonment for multiple reproductions for commercial purposes or private financial gain.  In accordance with Title 17, United States Copyright Code, Section 504 and 506.

8.  I give my consent and understand I am subject to monitoring by a competent authority at any time during the use of DOD AIS or phone equipment.  
9. I have read and understand this memorandum of understanding concerning AIS user responsibilities for COMTHIRDFLT/USS CORONADO and will abide by them.  I understand the violation of the provisions addressed in this agreement may result in revocation of LAN access.

Printed name/grade/rank/dept/division



Signature/Date

USS Coronado (AGF-11)

